Department of Veterans Affairs

Veterans Crisis Line (VCL)

Installation Guide

Version 0.6
December 2014



Revision History

Date Version | Description Author
12/01/2014 | 0.6 Technical edit. Added figure captions and REDACTED
two new screens to section 6.
6/25/14 0.5 Updated content and formatting REDACTED
6/12/14 0.4 Updated with current installation instructions | REDACTED
05/08/2014 | 0.3 Removed Other Considerations section, REDACTED
which included 2008 server references.
Added pre-prod links to Section 3.1, General
Installation Flow.
05/06/2014 | 0.2 Modified web installation content to meet REDACTED
AITC standards.
3/25/2014 | 0.2 Added Raj’s SSRS content. Added AITC REDACTED
content to pre-installation section. Reviewed
and incorporated comments from SQA.
02/18/2014 | 0.2 Add MDWS installation instructions REDACTED
02/06/14 0.2 Added instructions on how to obtain VCL REDACTED
code base.
6/3/2013 0.1 Created template REDACTED

Veterans Crisis Line (VCL)

Installation Guide

December 2014




Table of Contents

e T L1 T o) o T 9
R T Y=Y - 9
R0 T 1= o T P 9
R TR oo T o - P 9
1.4. Veterans CriSisS LiNe........u e ssssnes 9
1.5. Using This Manual..............eeuemimmi s 9
1.6. How Much Do | Need to Install? ...........cuuemmmmmmmmmmniiiiii s 10
1.7. Related Documentation .............ooiieceeciiiiiiir s e 10

2. Preinstallation ... e e 13
b T o =TT T3 L= Lo TS = X 13
2.2, System BacCKUP .....ccccceeeeiir i 17
2.3. Retrieving Files from Staging Areas.........cccccviiiiimimiiiininnsnssss s s s 17

2.3.1. Database Staging Area..........cccccviiiiiiiiiiiiii e ————————— 17
2.3.2. Application Staging Area..........ccccciiiiiiniineemrn s ————— 17

3. Installation PrereqUisites. ... e 18
B T 1 T {2 20
3.2. General VCL Installation FIOW...........cooiieecciiiiiiriicecccss s e s s e s s s s s s s e e e e mmanas 21
3.3. MDWS installation............cociieeeiiiiiiiririceccsss e s s ss s ss s s s s s s s sss s s s e r e s mms s sss s s e e e e nnmmnsssns 42
3.4. System Requirements..........ccooviiiiiiiiiiiiiiiii e e s s s s s s s s nnnnnn 44

L = = T oYU o - 45

5. Post Installation INStrucCtions ............cooi i e 47

6. Installing and Configuring the SQL Server Reports Server (SSRS) Component............ 48
g T X1 Lo 1= e O 48
6.2. Pre-ReqUISITES ...cccemeeciii i e e 48
6.3. Configuring the Reports Server (Includes SSL).........cccccummmmriiiinniiiinnsereee s 49
6.4. Defining the Reporting Web Project ... 54
6.5. Reporting Services SSL Configuration...........ccceeviiiiiiiiiiiiiiiiiisssessssrrrs e 62
6.6. Uploading Previously Developed “Sample Reports” to the Server.............ccceeeennnnn. 62

7. Patching the Production Environment with Updated Code ...........cccoeiiiiiiiiiiiiiiniiiiiiiinnns 64

E< 0 I T 0] o] =] o'oY 41 s o PO 66
8.1. Rollback INStructions..........ccoviiiiiiiiiiiiii s 66

L2 TR X PPN 67

Veterans Crisis Line (VCL)
Installation Guide 6 December 2014



List of Figures

Figure 1: VCL APplication FIOW ........cccouviiiiiiiiiiieiieiesese ettt e ste et be et essnesnsesnsaensaensnens 21
Figure 2: VCL Installed COMPONENLS ......cc.eerteriiiieriiriieiesteetete sttt sttt et be et st eaesaeeeenae 23
Figure 3: VCL Add Features WiZard...........ccccueeiiiiiiiiiiiieeeieesiee ettt e eveeeite s v e etveesvaeensaeessaeensaeessens 24
Figure 4: VCL Installing Web Services Enhancements 3.0 — select Runtime option..........cccecceeieenceneen. 25
Figure 5: Installing Web Services Enhancements 3.0 — Click Finish to complete installation................ 26
Figure 6: Unpack VCL Code ATCRIVE ......ccueiiiiiiiiieiieiteeieteee ettt ettt st 27
FIgUIe 7: TIS IMANAZET ... .eoiiiieiieieetee ettt ettt st ettt h et b e s st et eb et e s bt emtetesaeeneenneas 28
Figure 8: VCL Site Breakout .......cc.ciiuiiiiiiiiiiiee ettt ettt ettt st e neee s 29
Figure 9: VCL Site Breakout EXpanded ..........coc.ooiiiiiiiiiiiieeee et 30
Figure 107 SSL SETNES ....eeuveiiieiieieitieieteet ettt ettt sttt et s bt et e bt s ate b e e bt et e sbe et eaesaeeneennens 30
Figure 11: APPlication POOLS .......ccuiiuiiiiiieie ettt ettt st s nae e 31
Figure 12: Edit Application POOI SEtNES .....ccuevvieieriiiiieiieiteteee ettt 32
Figure 13: CrisiSCenter PrOPEITIES ......cei.tiiiiiiieiieitieie ettt sttt ettt b e st e s te et e beebeeseee 33
Figure 14: Permissions fOr CriSISCENLET ......cccueiuiiitieiiieiiieeie ettt ettt ettt ettt et e st e st et e be e b e seee s 34
FIUIE 157 LOCALIONS ....ueeutieiiiieeiieieet ettt ettt ettt e e sttt et ebt et e bt e st et e e bt et e sbeemtebesaeeneenaean 34
Figure 16: Enter the Object Names t0 SEIECt........c.eiiiiiriiiiiieieee et 35
Figure 17: CReck NAIMIES. ......couiiuieiiiieietee ettt ettt sttt ettt et e bt et e b e bt et e s bt et entesaeeneannea 35
Figure 18: Default PermiSSiOns. ......cceiiiiiiiiiieiietieee ettt ettt ettt et e st eteebeebeeseee s 36
Figure 19: IIS Manager, CrisisCenter Virtual dir€CtOry .........cceceerieriiriiiiieeiieieesieesee e 37
Figure 20: Edit APPLICATION .....eouiiiiitieieiieiieie sttt sttt et e e b st e st e st et esbe et esaesaeeeenneas 38
Figure 21: Connect AS dialOZUE.........eeiueruieuieiiitieieeie ettt sttt et et be et et st et e bt et estesaeeaenaean 38
Figure 22: Crisis Center HOtINe LOZIN........cooiiiiiiieiieeie ettt ettt et 40
Figure 23: CrisiSCenter RESPONSE. ......ccouuiiiiiiiiiieitieeiie ettt ettt ettt sttt et sbe e st e st e st ebeebeenbeesaee s 41
Figure 24: CrisisCenter AdMINISIIALOT. ........ceiutiiierieeieeieeste ettt te ettt ettt et e eteeeateenbe e bt e bt esbeesaeesaeeeaeeas 41
Figure 25: Unpack VCL Code ATCRIVE ......c.oiuiiuiiiiiiieieieeees ettt sttt et 46
Figure 26: Reporting Services Configuration CONNECtioN..........cecueruerieriieierienieeiesie et 49
Figure 27: Reporting Services Configuration Manager ............coceeveeeieerieenienienie et eieeieesiee st see s 50

Veterans Crisis Line (VCL)
Installation Guide 7 December 2014



Figure 28:
Figure 29:
Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:
Figure 45:

SPECIY @ SEIVET NAIME .....eeciiiieiiii ettt et e e te e s be e st e e e tbeeebeeessaeesssaeessseessseennens 50
REPOIt SEIVET StAtUS .....viiiiiiiiiiiciie ettt ettt e e e e s be e s aee e s b e e esbaeessseessseeessseesssaaans 51
SSL Certificate and SSL POTt.......ccooiiiiiiiiiiiie ettt 51
SSL Certification INfOrmMation............cecieriiieieniiiee et 52
Add Report Manager URL ........cccviiiiiiiiicicecee ettt ettt e ae s vaeesave e b e eaveessnaeens 52
UpdatingSSL CertifiCateS ... ..ccuuiiuiiiiiiiieieesttest ettt ettt sttt e sbee st esaee e e 53
Create @ DataASOUICE.....coiuieiiieie ettt ettt et et e bt e s bt e s ae e et eabe e bt e sbeesaeesneeenteenne 54
VICL DAtASOUITE ......eeuveeiieiieiteeit ettt ettt sttt sttt et e bt e s it e st eae e e et e bt e bt e sbeesaaesaneeaneeane 55
GENETALE MO ...ttt sttt ettt et sbe et be et et e 56
VICL IMOMEL.c.ee ettt et e b e b e et e st e et et e bt e bt e sbeesatesateeaeeenee 57
SYSTEIML USET ...ttt ettt ettt ettt et e b e b e s a e e et e bt e bt e bt e sbtesabeeateeabeebeenbeenneeaneas 58
INEW ROLE ASSIZNIMENL ........oiiiiiiiiieitie ittt ettt e bt e st e st e e be e beesbe e bt e saeeeaeas 58
Edit ROIE ASSIZNIMENL. .....ceiiiiiiieiieiierierie et er et e seesteesaeesbeesse e seessaessseesseesseessaessaessnesssesssennns 59
SECUTTILY ettt eiieeeieetees it et e st e et e et e e bt e et e steestaeasbeesteesseesseesssessseasseessaessaessaessseasseasseasseessaesseesssensses 59
PrOPETEICS ...ttt ettt e e e ettt e e bt e e tbeeesbeeesebeesabea e abeeasseeebbeessseeasseeesseeanraeans 60
Veterans Crisis Line — Custom REPOIS .........ccccuiiiiiiiiiiiiiiieeiie ettt eevee s ens 61
L0502 o T« N 2 1 U 63
Change Order Request EMail ........ccccocoviiiiiiiiiiiiecie ettt st s 65

Veterans Crisis Line (VCL)
Installation Guide 8 December 2014



Introduction

This Veterans Crisis Line (VCL) Installation Guide provides information for Information
Resource Management (IRM) personnel to install and configure the components of the VCL
application.

1.1. Overview

The Office of Mental Health Services (OMHS) is currently managing a web-based application
(herein referred to as VCL) utilized by their confidential, free 24-hours hotline staff to make
referrals to the appropriate field-based Suicide Prevention Coordinators (SPCs).

OMHS is requesting OIT to assist OMHS to enhance, deploy and support the existing Veterans
Crisis Line application and hardware platform utilizing Information Technology (IT) best
practices and procedures rather than maintaining the existing ad-hoc environment.

1.2. Audience

This document has been prepared for system administrators and database administrators who
need to set up development, pre-production and/or production environments at the Austin
Information Technology Center (AITC). It is presumed that readers of this document understand
basic concepts of the VCL environments as well as any system specialties that might pertain to
the installation of the VCL software.

1.3. Scope

This Installation Guide includes steps for installing the Pre-Prod environment. Assumptions for
installation include the following:

e Pre-installation steps have been completed.

e 9957’s have been submitted 30 days prior to need date for each environment
e All backups have been performed

e All files have been placed into the appropriate staging area

e Application server certificates have been installed.

1.4. Veterans Crisis Line

1.5. Using This Manual

This manual guides the reader through a very specific order for installing and configuring the
various components of VCL.

Veterans Crisis Line (VCL)
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1.6. How Much Do | Need to Install?

Depending on your purposes for installing VCL components, you may not need to install all of
the components described in this Installation Guide. Please follow these guidelines for
determining which components you should install:

This Guide also covers the install from a total “ground-up” perspective. This involves the

following additional steps:

e Restoring the VCL database from a backup file.

e Obtaining and installing the VCL code.

¢ Installing the appropriate version of SQL Server Reporting Services.

e Installing the correct version and configuration of IIS.

e Installing the correct version of MDWS web service.

1.7. Related Documentation

Refer to the following documentation for additional information about VCL.

The documentation will be in the form of Adobe Acrobat files.

Documentation can also be found on the VA Software Documentation Library.

File Name

Description

VCL Production Operations Manual
(POM).PDF

Includes system and operational description for
VCL, information about routine operations, and
contingency planning.

VCL_Release Notes.PDF

Release notes on new features and functionality

VCL_User Guide.PDF

VCL User Guide

VCL_Installation Guide.PDF

Installation Guide for installation in various
environments

Veterans Crisis Line (VCL)
Installation Guide
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2. Preinstallation

The following sections include steps required to setup the development environment.

2.1. Preinstallation Steps

The following preinstallation steps need to be completed for the development environment:
Group Account Creation

1. Verify/Create Security Groups for Report Viewer and Manager (9957 or ePAS).
This function is now complete for all environments
a. Create the Groups used for User Management Access based on the specific
environment and functions.
b. Groups Created
i. Dev
1. VCLREPORTMANAGER DEV
2. VCLREPORTVIEWER DEV
ii. Preproduction
1. VCLREPORTMANAGER PPD
2. VCLREPORTVIEWER PPD
iii.  Production
1. VCLREPORTMANAGER
2. VCLREPORTVIEWER

CHECK
APPROPRIATE [ NAME OF FUNCTIONAL TASK CODES, PROFILES, WEB | nepyg | EVEL OF ACCESS REQUESTED OR CONCURRING SYSTEM MANAGER OF
BOX SERVERS; UNIX ACCOUNTS; DATABASE OR OTHER RECORD (SMR) DESIGNEE SIGNATURE AND TITLE ({f reguired)
ADD |[DELETE|
= O VCLREPORTMANAGER DEV Create Security Group for VCL Report Management
E D VCLEEPORTVIEWER DEV Create Security Group for VCL Report Management
VCLEEPORTMANAGER PPD Create Security Group for VCL Report Management —
E D Preprod
VCLEEPORTVIEWER PPD Create Security Group for VCL Beport Management —
E I:I Preprod
VCLREPORTMAMAGER Create Security Group for VCL Beport Management -
IE I:I Production
IE D VCLREPORTIVIEWER Create Security Group for VCL Report Management -
Production

2. Submit request to grant permissions to the Security Groups created:
This function is now complete for Development

a. QGranting permissions to these groups allow individuals to be added to the Security
Groups rather than making multiple changes on the servers. Permissions and
titles are specific to the environment, including the actual names of the database.
These must be completed after the databases have been created.

b. Permissions Created so far:

Veterans Crisis Line (VCL)
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i. Development

1. VCLREPORTMANAGER DEV
a. On the database server VAAUSSQL1a: Read permission
on DB: "NationalSuicideHotline Testl" R\W on
DB's:VCLReportServer and VCLReportServerTempDB
b. Onthe VAAUCVCLAPP80 in SQL Server Reporting
Service Grant the following roles: Browser, Report Builder
2. VCLREPORTVIEWER DEV
a. On the database server VAAUSSQL1a: Read permissions
on DB's: VCLReportServerTempDB, VCLReportServer
and "NationalSuicideHotline Test1"
b. Onthe VAAUCVCLAPP80 in SQL Server Reporting
Service Grant the following roles: Browser

3. ACCESS REQUESTED

CHECK
APPROPRIATE | NAME OF FUNCTIONAL TASK CODES; PROFILES, WEB
BOX SERVERS; UNIX ACCOUNTS; DATABASE OR OTHER
ACCESS

ADD |DELETE]

DEFINE LEVEL OF ACCESS REQUESTED OR CONCURRING SYSTEM MANAGER OF
RECORD (SMR) DESIGNEE SIGMATURE AND TITLE ({f reguired)

Please create the SQL database

ATTH: Windows 3QL Admin

|z| |:| account listed below for the VCL
Dev System
VahacVC LB L RODey Grant read only access to DB
H O NationalSuicideHotline Test on VAAUSSQL1Z
VahacVclRptRODew Grant read only access to DB
E D NationalSuicideHotline Testl on VARUSSQLI1A
ValhacVclippDev Grant read/write access to DB
X | O NationalSuicideHotline Test on VRAUSSQLIA
VahacVcllhppDewv Grant read/write access to LB
D I:I NationalSuicideHotline Testl on VARUSSQLIA
Veterans Crisis Line (VCL)
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3. Submit request to add users to appropriate security groups (9957 or ePAS):
This function is now complete for Development.

Note: Developers have requested and been individually granted elevated privileges in the

development environment. Elevated privileges are restricted to EO AITC Administrators in
other environments.

REDACTED

3. ACCESS REQUESTED

CHECK

APPROPRIATE | NAME OF FUNCTIONAL TASK CODES; PROFILES, WEB | npcyye | EVEL OF ACCESS REQUESTED OR CONCURRING SYSTEM MANAGER OF
BOX SERVERS; UNIX ACCCUNTS, DATABASE OR OTHER RECORD (5MR) DESIGNEE SIGNATURE AND TITLE (If reguired)

ADD |DELETE

VCLREPORTMANAGER DEV Add the users in the attached spreadsheet to this
B | O security group: VCLREPORTMANAGER DEV

WVCLEEPORTVIEWER DEV Rdd this user and the users in the attached
spreadsheset to this security group:
VCLREPCRTVIEWER LEV

MO

Service Account Creation

1. Verify/Create Application Service Accounts (9957 or ePAS) — This function is now
complete for all environments

a. Create the accounts used for the application to connect to the database based on
the specific environment and functions.
b. Service Accounts Created
i. Dev

1. VaAacVclAppDev - Development Application Service Account
2. VaAacVcIRptRODev - Development Reporting Service Account
ii. Preproduction

1. VaAacVclAppPpd - PreProduction Application Service Account

2. VaAacVcIRptROPpd - PreProduction Reporting Service Account
iii.  Production

1. VaAacVclAppPrd - Production Application Service Account

2. VaAacVcIRptROPrd - Production Reporting Service Account

Veterans Crisis Line (VCL)
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CHECK
APPROPRIATE | NAME OF FUNCTIONAL TASK CODES, PROFILES, WEB |  nepiyg | EVEL OF ACCESS REQUESTED OR CONCURRING SYSTEM MANAGER OF
BOX SERVERS; UNIX ACCOUNTS; DATABASE OR OTHER RECORD (SMR) DESIGNEE SIGNATURE AND TITLE (If reguired)
ADD |DELETE
Create the following Service These accounts will be user by the IApplication and
| [0 |Rccounts: Reporting tools to access data
Eﬂ [] VakacVclAppDev Development Application Service Account
Eﬂ [] VahkacVclAppPpd PreProduction Application Service Account
[] Ej ValkacVclAppPrd Production Application 3ervice ZAccount
[] Ej VakacVclRptRODew Development Reporting Service Accountc
[] [] (VahacVclRptROPpd PreProduction Reporting Serwvice Account
[] Ej ValkacVclRptROPrd Production Reporting Service Account

2. Submit request to grant permissions to the Security Groups created: This function is

complete for Development
a. Granting permissions to these groups allow the application to connect to the
database. Permissions and titles are specific to the environment, including the
actual names of the database. These must be completed after the databases have
been created.
b. Permissions Created so far:
i. Dev
1. VaAacVclAppDev
a. Grant read/write access to DB NationalSuicideHotline Test
on VAAUSSQLIA
b. Grant read/write access to DB
NationalSuicideHotline Testl on VAAUSSQLIA
2. VaAacVcIRptRODev
a. Grant read only access to DB NationalSuicideHotline Test
on VAAUSSQLIA
b. Grant read only access to DB
NationalSuicideHotline Test] on VAAUSSQLI1A

3. ACCESS REQUESTED

CHECK

APPROPRIATE | NAME OF FUNCTIONAL TASK CODES; PROFILES, WEB | nepigp | EVEL OF ACCESS REQUESTED OR CONCURRING SYSTEM MANAGER OF
BOX SERVERS; UNIX ACCOUNTS; DATABASE OR OTHER RECORD (SMR) DESIGNEE SIGNATURE AND TITLE (If reguired)

ADD |DELETE

Please create the SQL database ATTN: Windows SQL Admin

[ [ |account listed below for the VCL
Dev System
VahacVclRptRODew Grant read only access to DB
H O NationalSuicideHotline Test on VAAUSSQL1A
ValkacVclRptRODew Grant read only access to DB
F | O NationalSuicidsHotline Testl on VAAUSSQLIA
VahacVclhippDew Grant read/write access to DB
X | O NationalSuicideHotline Test on VAAUSSQLIA
[] E] ValkacVclAppDew Grant read/write access to DB

NationalSuicideHotline Testl on VAAUSSQLIA

Veterans Crisis Line (VCL)
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2.2. System Backup

Austin Information Technology Center (AITC) system backup procedures include the following:
e Backing up the system

e VMWARE Consolidated BACKUP

e Request snapshot of entire server image. Snapshots are only completed upon request and
are deleted after eight hours.

e Backup of the database

Note: Full backups are performed on the system every Friday. Differential backups are
performed daily.

2.3. Retrieving Files from Staging Areas

2.3.1. Database Staging Area

The VCL Development team drops files for the Dev and PPD instance here: vaausvclapp80\vcl.
Production Data Transfer will be handled according to protocols defined in a separate “Data
Transfer Agreement.”

2.3.2. Application Staging Area

The VCL Development team drops files for the application server here: vaausvclapp80\vcl.

Veterans Crisis Line (VCL)
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3. Installation Prerequisites

The following preinstallation requirements apply for users who are installing VCL:

e Windows server needs to be installed on to the target environment.

e The environment will vary based on utilization (PPD).

e Technical Manager / Configuration Manager has submitted all the firewall rules.

o Sufficient disk space is available on the application server as specified by AITC

e Database Administrator has approved 9957’s to create application accounts and roles

e Microsoft Web Service Extension 3.5

e Microsoft .Net Framework 4.0, which can be downloaded from http://www.microsoft.com/en-
us/download/details.aspx?id=17718.

o [IS7

o MDWS can be installed in a new virtual directory.

e MDWS installation reference, located at
http://vaww.oed.portal.va.gov/projects/vet_crisis_line_enhancements/Library/User%20Docume
ntation%20and%20National%20Release/mwvs2 0ig.doc.

e Windows Server 2008 with IIS 7.0.
o Install Microsoft NET 3.5.1
o Install Static Content

e A shared SQL Server Database is to be utilized. Here are the desired version specifics:

o Database Version 10.0.1600.22 (Note, this is the SQL Server 2008 Non-R2
version)

e The SQL Server Management Studio is will be installed on the PPD Servers. Here are the
version specifics:

Microsoft SQL Server Management Studio 10.0.1600.22
((SQL_PreRelease).080709-1414 )

e Microsoft Data Access Components (MDAC) 6.1.7601.17514
(win7spl_rtm.101119-1850)

e Microsoft MSXML 2.63.04.05.06.0

e Microsoft Internet Explorer 9.10.9200.16750

Veterans Crisis Line (VCL)
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e Microsoft .NET Framework 2.0.50727.5472

e Operating System 6.1.7601

e SQL Server Reporting Services (SSRS) is to be installed on an application server. In the
PPD instances, this will be installed on the only Application Server. In PRD, this should
be installed on a server selected based on load balancing needs. The SSRS version as well
as the Business Intelligence Development Studio version details are listed below:

e Microsoft Visual Studio 2008 Version 9.0.30729.1 SP
e Microsoft .NET Framework Version 3.5 SP1
e Installed Edition: IDE Standard

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB945282)

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB946040)

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB946308)

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB946344)

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB946581)

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB947173)

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB947540)

e Hotfix for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB947789)

e Security Update for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB2251487)

e Security Update for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB2669970)

Veterans Crisis Line (VCL)
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e Security Update for Microsoft Visual Studio 2008 Shell (integrated mode) - ENU
(KB972222)

e SQL Server Analysis Services

e Microsoft SQL Server Analysis Services Designer

e Version 10.50.4260.0

e SQL Server Integration Services

e Microsoft SQL Server Integration Services Designer

e Version 10.0.1600.22 ((SQL_PreRelease).080709-1414 )
e SQL Server Reporting Services

e Microsoft SQL Server Reporting Services Designers

e Version 10.0.1600.22

3.1. SSL Setup

The VCL will provide PII information. To be complaint with government, VCL will encrypt all
communication between client browser and server.

VCL has a total of three web sites. One requires a signed certificate. The SSL web site will have
three sub-sites, which will be the three VCL web applications.

AITC will take responsibility for the SSL setup.
Dev

REDACTED
Pre-Prod

REDACTED
Prod

REDACTED
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3.2. General VCL Installation Flow

The following flow diagram illustrates an overview of the basic information flow of the
application. This installation does not include the VistA servers, only verifying the MDWS-
VistA connection.

Reporting Service

)

Browser

Window Server 2008
IS (hosts
Hotline App,
Response App &
Firewall Admin App)

MDWS Service

Figure 1: VCL Application Flow
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IIS Installation Settings

1. Verify IIS is installed with default settings with the following exceptions:
a. Install Microsoft .NET 3.5.1
b. Install Static Content
c. Install Web Services Enhancements 3.0
d. Verify the ASP.NET Session State Service is set to a startup type of Automatic,

and is running.
q Sel

File Action YView Help
@ al HE» puup
Z% Services (Local) q Services (Local)
Select an ikem to view its description. Hame = | Description | Skatus | Starbp Type | logonas | -
‘£ Adaptive Log Exparter (ALE) Started Automatic Local System
Q?;Appllcatlon Experience Processes ... Automatic Lacal System
‘&) Application Host Helper Service Provides a,..  Started Automatic Local System
‘£ Application Identity Determines... Manual Local Service
‘&) Application Information Facilitates ... Manual Local System
‘L Application Layer Gateway Service Provides s... Manual Local Service o
é?;ADDhCatIOn Managemment Processesi... Manual Lacal System
ELASP NET State Service Providess..  Started Automatic Metwork 5,
'£).Background Intelligent Transfer Service Transfers ... Started Autamatic Lacal System
'&:Base Filkering Engine The Base F... Started Automatic Local Service
“£BES Client Facilitates ...  Started Automatic (D...  Local System
&L BESClisntHelper Aprocesst,., Started Automatic Local System
ELCA APM PerfMon Collzctar Service Started Autamatic Local System
'£).CA Corfiguration Automation Agent Light-weig...  Started Autamatic Lacal System
LA Message Quewing Server Provides M.,  Started Automatic Local System
{£).CA SystemEDiEE Premier SN...  Starbed Autamatic Local System
‘&) Certificate Propagation Copies use,,, Started Manual Local System
ELCNG Key Isolation The CNG k... Started Manual Local System
ELCOM+ Event System Supports 5. Started Automatic Local Service
ELCOM+ System Application Manages t... Manual Local System
‘E)Computer Brawser Maintains a... Disabled Local System
‘&) Credential Manager Provides s... Manual Local System
{E)Cryptographic Services Provides Fo...  Started Automatic Metwark S...
{£.DCOM Server Process Launcher The DCOM.,.  Started Automatic Local System
£} Desktop Window Manager Session Manager Provides ...  Started Automatic Local System
{EL.DHCP Client Reqiskers a...  Starbed Automatic Local Service
“E):Diagnostic Policy Service The Diagno..,  Started Automatic Local Service
£ Diagnostic Service Hast The Diagnao... Manual Local Service
‘&) Diagnostic System Host The Diagno. .. Manual Local System ﬂ
Extended A Standard /
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&B. Web Server Installed
i Cornrnon HTTP Features Installed
e Skatic Content Installed
= Default Docurment Installed
Direckary Browsing Mat installed
HTTF Errors ok installed
HTTF Redirection Mok installed
wWebDAy Publishing Mok installed
i Application Development Installed
i ASPMET Installed
Ca MET E:xtensibility Installed
Asp Mok installed
Gl Mok installed
= I54P1 Extensions Installed
= ISAPI Filkers Installed
Server Side Includes Mot installed
Health and Diagnostics Mok installed
HTTP Logaing Mat installed
Logging Tools Mok inskalled
Request Monitor Mot installed
Tracing Mok installed
Zuskom Loaging Mok installed
QDEC Logging Mok installed
= Security Installed
Basic Authentication Mok installed
Windows Authentication Mok installed
Digest Authentication Mot installed
Client Certificate Mapping Authentication Mok installed
115 Client Certificate Mapping Authentication Mot installed
RL Authorization Mot installed
e Request Filkering Installed
IP and Dornain Restrictions ok installed
Performance Mot installed
Static Conkent Compression Mok installed
Cryniamic Conkent Compression Mok installed
@ Management Tools Installed
o 115 Management Console Installed
115 Management Scripks and Tools Mok inskalled
Management Jervice Mot inskalled
115 & Management Compatibility Mot installed
115 & Metabase Compatibility Mok installed
115 & WWMI Compatibility Mok installed
115 & Scripting Taools Mak installed
115 & Management Consale Mak inskalled

Figure 2: VCL Installed Components
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11S Installed Components

Add Features Wizard

=
Eﬁ! Installation Progress

@]

Features The Following roles, role services, or Features are being installed:

Confirmati
s S .NET Framework 3.5.1 Features

Windows Process Activation Service

Resulks

zlﬁ

Initializing installation. ..

= Preyious | Mexk = I Install Cancel

Figure 3: VCL Add Features Wizard
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IIS Additional Components

I@ Microsoft WSE 3.0 - Installshield Wizard

Setup Type

Choose the setup type that best suits vour needs.

Flease select a setup kype:

* Runtime

i~ Administrator

" Developer

¥isual Studio
Developer

{” Custom

Installs the runtime Files only.

Runtime inskall plus standalone tools, Suitable for a deployment
scenatio where the koals are needed For configuration,

Adminstrakor install plus dacumentation and samples. Micrasaft
MET Frarmework SDK 2.0 or Microsoft Visual Studio 2005 are
required ko view the documentation. Microsoft Wisual Studio 2005 is
required ta build and run the samples.

Developer install plus Wisual Studio Toaols, Microsaft Yisual Studio
2005 is required For this installation type,

hoose which program Features you want installed and where thesy
will be installed. Recommended for advanced users,

ImstallEhield

< Back I Mexk = I Zancel

Figure 4: VCL Installing Web Services Enhancements 3.0 — select Runtime option
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ji Microsoft WSE 3.0 - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Microsaft
WSE 3.0, Click Finish ko exit the wizard,

Installing or Removing the Microsoft W3E 3.0 Runkime
components updates the configuration setkings Faor the
Microsoft \WET Framewark, It is recommended that you restart
ASP.MET before using the product.

= Back I Finish I Zancel

Figure 5: Installing Web Services Enhancements 3.0 — Click Finish to complete
installation

Locate VCL Code

The VCL code will be uploaded onto the dev server in the location vaausvclapp80\vcl\vcel-
###.zip. It will be in an archive, with a naming convention that identifies the version, and when
unpacked will have a directory structure similar to the following:

Veterans Crisis Line (VCL)
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A l‘z_]J I Search WCL

)Ol . = Computer = Data (E:) » WCL =

File Edit Wiew Tools

Organize *  Include inlibrary = Sharewith +  Mew Folder = = m @
v Favorites MName Date modified | Type | Size | |
B Deskiop | CrisisCenter 3/10/2014 11:47 AWM File Folder
& Downloads | CrisisCenterAdmin 2{142014 11:31 &AM File Folder
=L Recent Places | CrisisCenteradminDes 3102014 3:37PM File Folder
= Ubraries . CrisisCenterResponse 2/14/2014 11:32 &M File folder
3 Documents . Logs 3/19/2014 3:52 PM File falder
& Music | MDWS 4j22/2014 2:46 PM File: Folder
| Fictures | Scripts 372014 12:39 PM File folder
B videos dywaL-1.001.1,2ip 2/4{2014 2:27 PM Compressed (zippe... 52,367 KB
M Compuker
‘;U Syskem ()
s App (D)
—w Data (B}

€ Network

2 itemns State: R Shared

Figure 6: Unpack VCL Code Archive

Unpack the VCL code archive to E:\VCL. The folder structure should look similar to the

following:
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Create and set up VCL web sites

3. Open IIS Manager.
@-:H T8
- i:Ti Start Page
E---Hf] YAALSYCLAPP40 (WYHAMASTER \WHAISHKrCo]
[} Application Pools

Figure 7: 1IS Manager

4. In IIS Manager, go to IIS -> Authentication
5. Select "Anonymous Authentication" then select "Edit"
6. Under the "Edit Anonymous Authentication Credentials" window, make sure

"Application Pool Identity" is selected.

7. Rename default site to server website name.

8. There are three applications to be created under the server website name. Right-click the
server website name, and select “Add Application”

Please note that the creation of the web sites will also create the application pools, which
is detailed in step b under the creation of each web application (steps 5, 6, and 7).

9. Fill in the following information for the CrisisCenter web application:
a. Site name: CrisisCenter
b. Application pool: CrisisCenter
c. Physical path: E:\VCL\CrisisCenter
10. Fill in the following information for the Response web application:
a. Site name: Response
b. Application pool: Response
c. Physical path: E:\VCL\CrisisCenterResponse

Veterans Crisis Line (VCL)
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11. Fill in the following information for the Admin web application:

a. Site name: Admin
b. Application pool: Admin
c. Physical path: E:\VCL\CrisisCenterAdmin

12. 1IS Manager should look similar to the following when you are done:

‘|'I'-s | T

= - ]

o EE Start Page

El*’j YAAUSYCLAPP4O (AAC)vaaacmosiend)
|2} Application Pools
El-a) Sites

B-@

af va . ppd. vel, aac
i‘i' Admin

| aspnet_client
‘i Crisis_enter
B MDwWS

?_fl‘* Response

- - - -

Veterans Crisis Line (VCL)
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“§ Internet Information Services (I15) Manager _ |7

@,;,, [@ b OUAALISYCLAPPAO b Sites b waww.ppd.vil.ascvs.gor b

i 1@

]g;, X

File  ‘Wiew Help

Comectons
@-H |z s
Ha Start Page
=t .iij WAALSYCLAPP40 {AAC vaascmosiend)
Q Application Pools
B8] Sites

CrisisCenter
* MDMS
ép Response

Require SSL

0 vaww ppd.vcl.aac.va.gov Home

B

Configuration

Editor

Filter: - BliGo - :f"l Shaw All |Group by: Area - v
ASP.NET
= 7SI B ®
q 2 @ i ®©
MET MET JMET Error MET (MET Profile  .MET Roles
Authorizati,..  Compilation Pages Globalization
9 a ., BB
=R LE Y ab) |7 =
WMET Trust MET Users Application Connection  Machine Key  Pages and
Levels Settings Strings Contrals
2 & &
Q\ ] =
Providers  Session State  SMTP E-mail
IIs
B o & ¢
Authentication Default Handler HTTP ISAPI Fikers  MIME Types
Document Mappings Respo...
F e =
H = &8 &
Modules Cutput Request S5L Settings
Caching Filcering
Management

Figure 9: VCL Site Breakout Expanded

2 Explore
Edit Permissions. .,
Edit Site
Bindings...

D Basic Settings...

Wiews Applications

Vievs Wirtual Directories

Manage Web Site )
= Restart
P Start
B stop

Browse Web Site
Browse *:80 (http)
Browse *:443 (https)

el

Advanced Settings. ..

Configure
Limits. ..

@ Help

Online Help

13. Add the HTTPS bindings to the website certificate using whatever process you have in
place to accomplish this.
14. Select the newly created website, then double-click SSL Settings. Select Require SSL,

and click Apply.

.- 1 |2 |8
&5 Start Page

: Gﬂ WAALSYCLAPP4D (A&C) vaaacmosiend)
-} application Pools

EI@ wavww ppd. el aac.va.goy
[P Adrmin

aspnet_client

‘¥ CrisisCenter

P MDws

:'5 Response

q SSL Settings

This page lets vou modify the 351 settings For the content of a Web site or application.

¥ Require 551 "—'—

Client certificates:
* Ignore
0 Accept
 Require

=/ Apply
=5 Cancel

(Q' Help

P

Modify application pools

Veterans Crisis Line (VCL)
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15. In IIS Manager, click Application Pools

*E Internet Information Services (I15) Manager |_ (O] x|
@ o |2 vesusvciapreo v application Pocls | &~ 1@ -

File View Help

_- &1 Application Pools _
L-RE S | | |$ g: A= #Add Application Pool...
W5 Start Page Set Application Pool Defaults. .
&j VAAUSYCLAPPEO (YHAMASTER|VHA This page lets you view and manage the list of application pools on the server. Application pools are assaocisted with e
;ﬂ -, FEE——— worker processes, conkain one or more applications, and pravide isolation among different applications. |_é| Help
[REl) A rplication Pools =i
B8] Sites Filter: - Go - Show All |Gr0up by: Mo Grouping - Cnline Help
- Jdev. vl aacva,
= \:‘;W:dm'?: Vel &ac.va.goy Mame | Status | .MET Frame... I Managed Pipedi... I Identit | Applications
= asprit_clent .@ASP.NET w40 Stopped  w4.0 Integrated ApplicationPoolIden... 0O
Y CrisisCe_nter ,@ASP.NET v4,0ClL.. Stopped w40 Classic ApplicationPoolIden... 0O
MDWS .é,‘.classic .MET App... Stopped w20 Classic ApplicationPoolIden... 0O
¥ response chisisCenter Started wz.0 Classic ApplicationPoollden... 1
- risisCenteradmin - Started w2.0 Classic ApplicationPoollden... 1
risisCenterfesp,..  Started wz.0 Classic ApplicationPoollden... 1
L= DefaultappPool Started w2.0 Inteqgrated AaCi\WasacyelRptR... 1
QMDWS Started w40 Integrated ApplicationPoollden... 1
1| |
Ready e_il_:g

Figure 11: Application Pools

16. Double-click the CrisisCenter application pool, and change the Managed Pipeline Mode
from Integrated to Classic. Click “OK” when done

17. Double-click the Response application pool, and change the Managed Pipeline Mode
from Integrated to Classic. Click “OK” when done

18. Double-click the Admin application pool, and change the Managed Pipeline Mode from
Integrated to Classic. Click “OK” when done
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™E Internet Information Services {I15) Manager =] B3 I

@ (=] [..;“ b VAAUSYCLAPPSD b Application Poals

|l @ -

File ‘iew Help

€-id|# |8,

le Application Pools

W5 Start Page

,‘;‘ Application Pools
- [é] Sites
EIQ}) waww, dey vl .aac,va,goy
: Adrin
| aspret_client
CrisisCenter
MDW'S
¥ response

-Gj WAALISYCLAPPED (YHAMASTERWHA,

This page lets vou view and manage the list of application pools on the server, Application pools are associated with
worker processes, cantain ane or more applications, and provide isolation among different applications.

Filter: - Go v %Show all | Group by: Mo Grouping =
Mame = | Skatus | .MET Frame... I Managed Pipeli... I Identit | Applications
@ASP.NET w40 Stopped w40 Inteqgrated ApplicationPoollden... 0
@ASP.NET v4,0 Classic  Stopped w40 Classic ApplicationPoollden... 0
@Classic .MET AppPool  Stopped w20 Classic ApplicationPoollden... 0
@Crisiscanter Started wz.0 Classic ApplicationPoolIden... 1
= . .
[assic ApplicationPoolIden... 1
b Edit Application Pool EEI PP
& Classic ApplicationPoollden... 1
E  Name: nbegrated AACiVafaccRptR... 1
& I,':risisCenter nikeqgrated ApplicationPoollden... 1
JMET Framework version:
| NET Framework v2.0.50727 =]

Managed pipeline mode:

ICIassic = I

V' Start application pool immediakely I _’I

Ready

E*

[ o ]

Caneel |

,.; Add Application Poal. ..
Set Application Pool Defaults...

Application Pool Tasks
P Stark
B stop
"

Recycle...

Edit Application Pool
D Basic Settings...

Recycling...

Advanced Settings. ..

Rename

K Remove

Wiew Applications

'@' Help

Online Help

.

Figure 12: Edit Application Pool settings

CrisisCenter application pool permissions to the appropriate file system folder

19. Give the CrisisCenter application pool file system permissions to access the CrisisCenter
code. Open Windows Explorer, navigate to E:\VCL)\, right-click the CrisisCenter folder,
select Properties, and select the Security tab.
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GQV| .~ Computer - Data (E:) ~ WL ~

File ~ Edit | View Tools

Organize » | Open
- Favarites

B Deskkop

4 Downloads

| Recent Places

0 Libraries
3 Dacurients
rJ”- Music
| Pictures

E Wideos

18 Computer
‘:-i. Swstern (C1)
a App (D)
o Data (B

Gil Network

CrisisCenter
| File Folder

I

Veterans Crisis Line (VCL)
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hd l‘i]] I Search WCL !_‘]I
Include in library »  Share with +  New folder - [0 &
Mame = | Date modified | Type | Size | |l
l CrisisCenter Properties
) CrisisCenkeradmin
| CrisisCenterddminDey General | Sharing  Security | Previous Yersions I Customize |
. CrisisCenterResponse Ohject name: E:MCLACnizisCanter
. Logs
Group or user names:
b MDW3 T CREATOR OWN '
J Seripks 52, 5STEM
4 woL-1.0.1.1.2p W‘VCL R Dev File Share Aiccess [ACWCL AW Dev File 5 52,367 KB
B2 A drninizteatare DA AL ISWTT APPONL A drrinisteatare il
d ,
To change permizzions, click Edit. Edit... |
Permizzions for CREATOR
OWMER Allow Deny
Full control =
Modify
Read & execute
List folder contents
Read o
Write <
For zpecial permizzions or advanced settings, Advanced |
click Advanced.
State: 3 Shared Learn about access control and permiszions
Date modified: 3/10/2014 11:47 &
Ok I Cancel | Lpply |
-l :
Figure 13: CrisisCenter Properties
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20. Click the Edit button, then click Add.
8. VesusCLApp0 - R Do Conrecier T . -

)v Computer = Data (E: 23 [ searenvc

File Edt Wiew Toos Help

Orgarize * 5 Open Incdenlbrary v sharewith = New folder

¢ Favorites | pate madfied

P Deskion £ 14 11:47 AM

Dowrloads
- CrisisCenteradmin | [T R T

1] Recent Places CrisisCenteradminDe

General| Sharing  Security | Previous Versions | Custorize |
CrisisCenterRespon:
4 Libraries i

c - |
[ Documents Logs I Permissions for CrisisCenter x| |

& Music MDWs2.8.1255 Select Users, Computers, Service Accounts, or Groups [71x] B Explore
Scripts Edit Permissions.
[ Picturss Select ths obiec! bpe

Edit Site
B videos [[Jows Groups. o Butin et pincpals Oblect Types:
Bindings...
8 Computer Erom this location: [E] Basic Settings..
e Spstem (C: Ieecdvaveguv Logations v
&, Swstem (C3) \HET Trust Wiew Applications

s App (03) Enter the ohject names to select {examples) Levels Wiew Yirtual Directories
« Data (E:) | LCheck Narmes & Manage Web Site

# Restart

P Start

anced Cancel ., ',

Browse Web Site

i Network Session State

Ful canlrel rowse
Modify wam.crisiscenter.dev. vel.aac
va.gow on ¥

Flead & enscute g

Listfolder conterts
Fead - Configure

CrisisCenter Date modfied: 3/10/2014 11:4

Ad: d Settings.
File Foider jvanced Sattings,

Limits. .

@ Hep

oK || Camcel | epon b

Leam about access control and pemissions

Figure 14: Permissions for CrisisCenter

21. Click Locations, and select the IIS server hosting the VCL code.
%, VaRusVCLAppE0 - Remate Deskiop Connection T 0 i — | |

~ Computer - Data (E:) = Vel ~ 123 [ searchvcL

Fle Edt View Tooks Help

Organize v 4 Open Indude imlibrary ~  Sharewith ~  hew folder

Hame | Date modified | Type | Size

/¢ Favorites
B Desktop 41147 4N Fie folder
4 Downloads CrisisCenterAdrin

W crisisCenter Properties [x]
] Recent Places

CrisisCenteradminDe
General| Shaing Secunty | Previous Versions | Customize |
CrisisCenterRespan:

4 Lbraries

%] Documents Logs I Permissions for CrisisCenter |
o usic MDWSE 8. 1282 Select Users, Computers, Service Accounts, or Groups: 7] 2 Explore

Serip: Edi: Fermissians,
=) Pictures et Locations

H videos Edit Site
Select the Iocation pou want to search
Bindings...

8 Computer Location "( [Z] Basic sattings...
EV

& system () g /LS CLAE D HET Trust view Applications

s fpp (D) T Entie Directory Levels

Data (E: :
s (&) g Manage Web Site

€ Network i Session State © Restart
1 Disabled Accounts b st
Domin Controllers ® stop

=l Brawse Web

__ Browse
Cancel va,crisiscenter dev,vel, 3ac
v )

va.gov on *:80 (http;

View Virtual Directories

List folder contents Advanced Settings

o o
Fiead [u] =]

File Folder

Configure

CrisisCenter Date modFisd: 3/10/2014 11:4 j

Limits. .,

@ Helo

L = L

Leamn about sccess control and permissions

A [ 3

Figure 15: Locations
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22. Click OK. Under “Enter the object names to select”, type “IIS APPPOOL\CrisisCenter”

for the CrisisCenter website.
%, v 2vCUrpp8  emote Beog Conreceo - 3

Data (E:) ~ ¥l

Computer Search VL

Fle  Edt Vew Tooks Hep

Organize v Incudeinlibrary v Share with v New folder

4 Open

1 3 Fevortes Name - | pate madiied | vpe [ES |
B Desitop e /10/2014 11:47 A4 File Felder
ad parnloads CrisisCenteradmin | T
£ Recer Places CrisisCenterhdminDs

General | Shaiing  Secunty | Frevius Versions | Custorize |
CrisisCenterRespon:

4 Libraries . s Ewmus o
% Documents og= B Permissions for CrisisCenter x| |
o Music b MDV52 8. 1208 W select Users or Groups [x]
. Scripts
lis Pictures Select this object lype:

B videcs [[sets, Gravg, o Bultin secutty pincpals Obisct Types.

Fron this loeation:

IVA/-\LI SVCLAPPBO Locations.

20 Explore

Edit Permissions.

Edit Site
Eindings...
[] Basic settings.

18 Computer

&L, Svstem (C) 1l View Applications
s PP (D) F Enter the object names to select [examples) Yiew Virkual Directories.
c
Data (€
. Data (£ * 15 APPPOOL CrsisCante Check Names Manage Web Site ~
g Network Session State &

b start

fdvanced Carcel >
A

Browse Web Site

L Full control [u] o Al B

F Muodify [m} [m] vaww.crisiscenter.dev. vel.aac
9 Fead & i [m] [u] wva.gov an 80 (hittp)

CrisisCenter Date modified: 3/10/2014 11:4 ead & exeouts
J File Folder [l List folder contents o a - Advanced Settings...
— Red o o - o Configure
Leam shout aceess control and permissions Limits. ..

0K | cenesl | o | ) 1o

Figure 16: Enter the Object Names to Select

23. Click Check Names to verify your entry was correct. If so the text you entered will

change to the name of the appropriate application pool.
8. Cosciopto- e S Covecso T -3

~ Computer ~ Data (E:

23 | searchvct

File Edt Yew Took Help

Orgenize v Open Indudeinlbray v Sharewth = New Foder -0
= 2 Fovortes Hame - | pate madfied [ Tye | sie |
 Desiton

# Downloads

. Sl il 11 crisiscenter Properties x]
] Recent Places CrisisCenteradminDe
General| Shaing Secuity | Previaus Versions | Customize |

CrisisCenterRespons |
4 Ubraties o o
[ Documents Logs I Permissions for CrisisCenter |
& music MDWS2.8 1233 [Ty T —— BE 5 Explore
- Scripks Edit Permissions.
(& Pictures Select tis obiect type: p—
BB videos [[ers, Broups, or Bt secuiy pincipale Dbiect Types... g
) Bindings...
28 Computer From this location: q’ [ Basic settings...
- [vpausCLAPPE0 Looations =V
s System (C3) 1 NET Trust view Applications
s APR (D) E Enter the obiect names to select [examples): Levels Yiew Wirtual Directories
H o Virtual Drccior =
Data (E::
= (E:) CrisisCenter] Check Names Manage Web Site e
» o Restart
i Hetwork Session State i
b Start
Advanced Cancel n
Browse Web Site
Full control a o = __ Browse
F Madiy u] [u] v, crisiscenter.dev vl aac
il Read s a o wwva,gov on *:50 (http)
CrisisCenter Date modfied: 3/10/2014 11:4 ead § execute .. B
Flo Folder L | Listfelder cartents a o — Advanced SoLaE
|- Fead m] o . - Configure
Leam about aeces corlrol and permissians it e
Help

oK | caesl | el |

Figure 17: Check Names
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24. Click OK. Leave the default permissions granted to the application pool account.
A, Ui et Deiop e T T )

~ Computer = Data (E:) » VCL = v (23 [ searchivct

ile  Edt  Wiew Toos  Help

Orgarize * 5 Open Incdenlbrary v sharewith = New folder

[ —— Name ~ | pate madfied | vee | 5ze

B Deskiop CrisisCenter /102014 11:47 AM e Folder

Dowrloads
- CrisisCenteradmin | [T R T

1] Recent Places CrisisCenteradminDe

General| Sharing  Security | Previous Versions | Custorize |
CrisisCenterRespon: |

29 Ubraries ) - i
3 Documents 0gs [ Permissions for CrisisCenter ]
MDWS2.5.1288 B Explore

B = 2l el
i) Pictures Sarpts = Edit Permissions.

B visos Object niame:  E:4CL\CisisCenter raren

Bindings...

I

Group or user names: .
8 Computer 52, CREATOR OWHER 2’;’ [£] Basic settings..
i=

& System (C1) 52,5YSTEM NET Trust “iew Applications
i, (VAALISYCLA Levels
i T |82 Users (vaaUSVCLAPPE0U sers)

s Data (E) o ErpEre 8 Manage Web Site

© Restart

s App (03) Wigw Yirtual Directories

i Network Session State

Bmeo b start

® sop

g

3
o
2

Permissions for CiisisCenler Browse Web Site

__ Browse
waw.crisiscenter. dev.vel.aac
va.gov on *:80 (http)

Full control

Modity
CrisisCenter Date madified: 3/10/2014 11:4 Fead & enecule

| Flle Folder List folder canterts

N Flead

Advanced Settings...

BEEOO
oooog

Configure

Limits. .

@ Hep

Leam about access control and pemissions

Figure 18: Default Permissions

25. Click OK until all folder property windows are closed.
Admin application pool permissions

26. Give the Admin application pool file system permissions to access the Admin code.
Open Windows Explorer, navigate to E:\VCL)\, right-click the CrisisCenterAdmin folder,
select Properties, and select the Security tab.

27. Click the Edit button, then click Add.

28. Click Locations, and select the IIS server hosting the VCL code.

29. Click OK. Under “Enter the object names to select”, type “IIS APPPOOL\Admin” for
the Admin website.

30. Click Check Names to verify your entry was correct. If so the text you entered will
change to the name of the appropriate application pool.

31. Click OK. Leave the default permissions granted to the application pool account.

32. Click OK until all folder property windows are closed.

Response application pool permissions
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33.

Give the Response application pool file system permissions to access the Response code.

Open Windows Explorer, navigate to E:\VCL)\, right-click the CrisisCenterResponse
folder, select Properties, and select the Security tab.

34.
35.
36.

Click the Edit button, then click Add.
Click Locations, and select the IIS server hosting the VCL code.
Click OK. Under “Enter the object names to select”, type “IIS APPPOOL\Response” for

the Response website.

37.

change to the name of the appropriate application pool.

38.
39.

Web site IIS authentication pass-through settings.

Click Check Names to verify your entry was correct. If so the text you entered will

Click OK. Leave the default permissions granted to the application pool account.
Click OK until all folder property windows are closed.

40. In IIS Manager, select the CrisisCenter virtual directory. Under IIS in the center of the

IIS Manager, select Authentication. Under Actions on the right hand side of the IIS
Manager, select Basic Settings.

™E Internet Information Services (I15) Manager M= E3 !
@ =] [ :; P OVAAUSYCLAPP40 P Stes »  waww.ppd.vcl.aac.va.gov b CrisisCenter » ] 1) { |'é‘ e
File  Wiew Help
_ &) jcrisisCenter Home [avons ]
< - 17 |8 = / £ Explore
-8 Start Page E == Edit Permissions...
). 93 VAALSYCLARPAD (YHAMASTER|HALSHKn Filker: - (G - liShow All | Groupby: Ares - - R
ZF Application Padls =& RE Y =] ab] F E=g = Basic Sattings,
E-[a] Sites JMET Trust JMET Users  Application Connection Machine Key  Pages and 7 wirkual Direckaries
E&B wavw.ppd.vel.aac va.gov Lewvels Settings Strings Controls
¥ Admin Manage Application 2
il @
efcent 'l}? Y % E = Browse Application
sisCenter il = —
MOWS Providers — Session State  SMTP E-mail Browse *:80 (http
(- ¥ Respanse Browse *:443 (https)
Advanced Settings...
115 B
1 @ rHelp
2 ) v iy, &= :
fi}'._ﬁ 'ﬁ' <‘,:_.ﬂ de = Oriline Help
Authentication Default Error Pages Handler HTTP Redirect HTTP
Document Mappings Respo...
- Irl fap —
=y . . G="
m oH o E 8
MIME Types Modules Cutput Request S5L Settings
Caching Filtering LI
1| | » EFeaturEs Wiew |\ = Content Yiew
Ready

Figure 19: IIS Manager, CrisisCenter Virtual directory

41. Click Connect As.
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M=

"-'E Internet Information Services (IIS) Manager

@G# [ [P VABUSVCLARP4D b Sites

b vaww ppd.vcl.aacva.gov b CrisisCenter b

]@ = fa |®'

File  Wiew Help

€-id |7 |8
W3 Start Page
E'qﬂ VAALSVCLAPPA0 (YHAMASTER |\ VHALSHKIr
Application Pools
@] Sites
B @ waviw,ppd, vl aac,va.gov
Admin
| aspnet_client
CrisisCenter
MDW'S
? Response

_(‘ fCrisisCenter Home

il Edit Application
F

Site name:  waww,ppd. vl aac.va.gov
Path: !
Alias: Application poal:

CrisisCenter

Select.., |

ICriswsCentar
Example: sales

Physical path:
| |E:1,VCL1,CrisisCenter

Pass-through authentication
{ Connect as. .. iiTest Setkings. .. |

]

Open Feature

2 Explore
Edit Permissions. ..

D EBasic Settings. ..

Wiew Virtual Directories

Manage Application (A
Browse Application

| Browse *:30 (hitp)

Browse *i443 (https)

Advanced Settings. ..

@ Help

AL v—/ Online Help
Ok | Cancel |
77 = i o= 5]
MIME Types Modules Cutput Request S5L Settings
Caching Filtering j
| | » ._E_Content Wiew
Ready ii51:5
Figure 20: Edit Application
42. Select “Application user (pass-through authentication).
"E Internet Information Services {IIS) Manager _ o] =] I
& @ -

@G# [3 P WAALSVCLAPP4D » Sites b waww.ppd.wil.aacva.gov b CrisisCenter  »

File Wiew Help

€-id |7 |8
W3 Start Page
E'qﬂ VAALSVCLAPPAO (YHAMASTER |\ VHAISHEIr
Application Pools
(& Sites
E@ waviws,ppd, vl aac,va.gov
Adrin
] aspriet_client
P CrisisCenter
MOW'S
Response

£ /CrisisCenter Home
- Y - /> |
:

Site name:  waww,0od, vl aac, va,oov
:EY Conneck As HE

sliz  Pathcredentials:

Cris " Specific user:

| Set,., |

Exa
Phy & Application user {pass-through adERERtication)
i
Pas:

|

Ok I Cancel |
Co
AL
Ok | Cancel |
7 Ll e S
MIME Types Modules Cutput Request S5L Settings
Caching Filtering

Ready

Features iew || Cankent Yiew

Open Feature

o Explore
Edit Permissions. ..

D Easic Settings. ..

Wiew Virtual Directories

Manage Application )
Browse Application

] Browse *:80 (http)

Browse *:443 {https)

Advanced Settings. ..

® Help

Online Help

Figure 21: Connect As dialogue

43. Click OK on the “Connect As” window and the “Edit Application”, which will return you

to IIS Manager.
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44. In IIS Manager, select the Admin virtual directory. Under IIS in the center of the IIS
Manager, select Authentication. Under Actions on the right hand side of the IIS
Manager, select Basic Settings.

45. Click Connect As.

46. Select “Application user (pass-through authentication).

47. Click OK on the “Connect As” window and the “Edit Application”, which will return you
to IIS Manager.

48. In IIS Manager, select the Response virtual directory. Under IIS in the center of the IIS
Manager, select Authentication. Under Actions on the right hand side of the IIS
Manager, select Basic Settings.

49. Click Connect As.

50. Select “Application user (pass-through authentication).

51. Click OK on the “Connect As” window and the “Edit Application”, which will return you
to IIS Manager.

Session state server set-up

52.

Web site set up verification

Note: The following are links for pre-production and production environments:

Dev
REDACTED

PreProd/Test
REDACTED
Prod

REDACTED
There are sub-sites in each environment:

For example, vcl.aac.va.gov/admin, vcl.aac.va.gov/crisiscenter, vcl.aac.va.gov/MDWS, and
vcl.aac.va.gov/response.
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53. Test each site out to see if they work properly. You will get screens like the following if

the sites are working:

-

crisis center
HOTLINE

— ne ’ - r . . - ' M
s W , . ' ‘ ‘
l\ 4-“\:/,‘|";§‘ http://crisiscenter.testvclorl., O ~ & X (& Crisis Center x - - - T r ‘5‘3'5
/

Repores Many

VISTA LOGIN
Select VISH: e Acute Care Risk Assessment & Log Sheet
Select Site: —Seledt Site — - e I
Access Code: |:| *= required field
Verify Code: — IF SUICIDE ATTEMPT IS IN PROGRESS, ENACT CALL TRACE, CALL 911 1
RESPONSE INFO ¥
Dale”rilglt?il?;'m“ fo Phone Station/Line™ Responder Hame™ Source of Call™ i
VETERAN LOOKUR ] ~ Seledt Source - -
= 03/06/2014 11:02
=== AMEST il
i | CALLER INFO T
* * Caller s
Caller Phone Caller Name Veteran
[ ][ chestforPrev.calls | [ I
I Check If International # -
Figure 22: Crisis Center Hotline Login
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‘s B - - - 2 »
e AR e 2 - & X [| @ Crisis Center - Response: Vi, %

VistA Login

Select VISN:
—Select VISN — -
Select Site:
—Select Site — -
Access Code:
1
Verify Code:
L 1

Figure 23: CrisisCenter Response

b »y - . - b .
, P = & X || @ Crisis Center - Admin: VistA... X u

VistA Login

Select VISN:
—SelectVISN— =
Select Site:
—Select Site — =
Access Code:
I
Verify Code:
I
User Type:

CR -

m

Figure 24: CrisisCenter Administrator
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3.3. MDWS installation

MDWS is the web service application that bridge the gap between VCL applications and VistA
sites. Current version used 3.0.3.5. The installation file is provided.

Installation Steps:

1.

2.

10.

11.
12.

Verify the NET Framework 4.0 is installed on the server. If not then install it.
Obtain the MDWS files from REDACTED.
Extract archive to E:\VCL\MDWS.

Open IIS Manager and select Application Pools.

Create an application pool with the following parameters:

Edit Application Pool E |

Marme:

MET Framewoark version:

|.NET Framework v4.0.30319 |

Managed pipeline mode:
IIntegrated j

¥ start application poal immediakely

kK, I Cancel

Under Sites, right click the server website name and select Add Application.

Fill in the following information for the MDWS web application:

a. Site name: MDWS

b. Application pool: MDWS

c. Physical path: EA\VCL\AMDWS
Set up the session state server for MDWS by going to the server website/MDWS Home -
> ASP.NET, then double-click Session State.
Under Session State, select In Process, and then click Apply
Give the MDWS application pool file system permissions to access the MDWS code.
Open Windows Explorer, navigate to E:\VCL)\, right-click the MDWS folder, select
Properties, and select the Security tab.
Click the Edit button, then click Add.
Click Locations, and select the IIS server hosting the MDWS code.
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13. Click OK. Under “Enter the object names to select”, type “IIS APPPOOL\MDWS” for
the MDWS website.

14. Click Check Names to verify your entry was correct. If so the text you entered will
change to the name of the appropriate application pool.

15. Click OK. Leave the default permissions granted to the application pool account.

16. Click OK until all folder property windows are closed.

17. Once completed, test it going to https://localhost/MDWS/CallService.asmx in a browser on
the server.

E'EallService Web Service - Windows Internet Explorer

@ =R IQ‘ https:/ /localhostiMDW s CallService, asmyx j b Certificate Error || || *#4 || K ElGUUgIe P
5 Favorites | 5 ] weh Siice Gallery =
(& Caliservice Web Service A5 - Bl - [ = - Page - Safety - Toos - @@-

The following operations are supported. For a farmal definition, please review the Service Description,

+ addDataSource
Add a data source for this session

+ closeNote
Close a note.

*» connect
Connect to a single VistA systemn

® cprsUserLookup
Lookup a CPRZ-enabled user

* disconnect
Disconnect from all connected Wista systems.

+ gethdmissions
Get selected patient's admissions

getCitiesInState
Get WHA sites by states

getConsultsForPatient
Get patient's current consults,

getlocations
Get a VistA's hospital locations {clinics, etc.).

getMDWSYersion
Get MDWS Yersion

getNearestFacility
Get WHA sites by states

getNoteTitles
Get a Vista's TIU note titles,

4] |

of

‘Done l_l_l_ ’_ |_|_|£“.‘_ Local inkranet | Protected Mode: OFF ¥a - | H100% - g

Obtaining the VCL Installation Files

e The VCL application code will be provided in a ZIP archive. This archive is to be
unpacked in the directory that will host the three websites needed for VCL:
Hotline, Response, and Admin. The lead developer of the VCL team will have
the location of the archive of the code files. These files will be uploaded into
vaausvclapp80\vcl into a file name that includes software version information

e The VCL database installation is performed by restoring from a SQL Server
backup file. The details regarding file name and location should be available with
the Database Administrator. (Dev and PPD data exports will be uploaded into
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vaausvclapp80\vcl. PRD data transfer will be accomplished according to the
separate Data Transfer Agreement.)

Perform a restore for the VCL database, using the appropriate backup file.
A sample restore statement is provided below:

RESTORE DATABASE [NationalSuicideHotline PreProd] FROM
DISK = N'C:\0_ VCL\TEMPDB-Backup'

WITH FILE = 1,

MOVE N'NationalSuicideHotline' TO

N'C:\0 VCL\PreProd\NationalSuicideHotline PreProd dat.mdf',
MOVE N'NationalSuicideHotline log' TO
N'C:\0_VCL\PreProd\NationalSuicideHotline PreProd log.ldf',
NOUNLOAD,

STATS = 10

GO

3.4. System Requirements

Storage requirements for installation:

Type of Data Size
Applications < 5MB
Help Files <1MB

Sites should reserve 1KB of storage space per observation for data that will accumulate. The
vast majority of growth will occur in the OBS file (#704.117).

The following describes the installation environment for on the VistA client workstation:

e Workstations must be running under Windows. Refer to
http://vaww.vairm.vaco.va.gov/vadesktop for additional information on VA standard
desktop configurations.

e Remote Procedure Call (RPC) Broker Workstation must be installed.
e The workstation must be connected to the local area network.

e Administrator privileges are needed on any machine on which CP Gateway Service is
installed.
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4. Backout Plan

This section outlines the back out procedures for VCL.

During installation of a new VCL baseline, if there are any issues with new baseline, the new
baseline will be backed out and the system will be restored to the previous baseline.

In the event that a backout of the VCL installed code is needed, code should be rolled back to the
last known working version. AITC will retrieve the tape backup of the last known good
production version to reinstall. The database admin and system admin will determine the correct
last working version to rollback to.

The following are the steps to back out VCL to its previous version:

1. Notify the Remedy Help Desk REDACTED and VCL application users about backout plan
initiation.

2. When VCL is first deployed to AITC, a copy of the existing VCL install files will be
placed at vaausvclapp80\vcl.

3. Disable user access to the VCL system while the back out procedures are in process.

4. Delete all of the VCL code from the following location where it was uploaded onto the
dev server:
vaausvclapp80\vcl\vcl-2.0 build 21.zip (Build information is provided as an example.)
The VCL code will be in an archive, with a naming convention that identifies the version,
and when unpacked will have a directory structure similar to the following:

Veterans Crisis Line (VCL)
Installation Guide 45 December 2014



Gl\ )9 | * Computer = Data (E:) = WCL = - lml I Search WL F=)
File Edt View Tools Help
Organize *  Include inlibrary *  Share with +  New folder == = E] ﬂ
v Favorites Mame Dake modified | Type | Size: | |
B Deskiop CrisisCenter 311042014 11:47 &M File folder
& Downloads CrisisCenterAdmin 20142014 11:31 &AM File Folder
=l Recent Places CrisisCenteradminDes 3/10/2014 337 PM File Folder
A CrisisCenterResponse 2/14/2014 11:32 &AM File folder
-l Libraries
3 Documents Logs 3/19/2014 3:52 PM File Folder
J Music MDW'S 412202014 2:46 PM File: Folder
k=] Fictures Scripks SIFIZ014 12:39 PM File Folder
B videos 1) wol-1.0.1.1.2ip 21412014 2:27 PM Compressed (zippe. .. 52,367 KB
1M Compuker
&L, Svskem (C1)
s App (D)
—w Data (E:)

€l Nebwark

2 itemns State: R Shared

Figure 25: Unpack VCL Code Archive

5. Rename the backup copied folders. Backup the VCL database on the dev server
(vaaussqlla.)

6. Perform a full database backup of database "NationalSuicideHotline_Test"
on vaaussqlla.

7. Create an additional backup VCL folder at an additional location on vaaussqlla in case
the VCL application needs to be backed out again.

8. Conduct system health checks of the VCL application.

9. Enable VCL application user access.

10. Notify the Remedy Help Desk (1-888-596-4357) and VCL users of successful backout.
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5. Post Installation Instructions

The AITC Build Manager will submit the needed access request forms (if not already submitted)
for the environment. Where possible, a primary POC for each group of permissions being
granted will be designated. The System and Database Administrators will complete the SDM
tasks needed to grant access as required. The primary POC for each group should be contacted
to verify access.

Note: This Install Guide Addresses the basic "vanilla" product.

After completing the instructions contained in this Guide, please apply the Patch in order to
upgrade the product to the latest version. We need to include the all the Increment 3 upgrades.

Instructions for the Patch, along with the step-by-step database scripts, have been detailed in
change order CO217347FY 14.
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6. Installing and Configuring the SQL Server Reports
Server (SSRS) Component

This section is intended to provide a complete step-by-step walkthrough for installing and
configuring the SQL Server Reports Server component, for the Veterans Crisis Line application.

6.1. Audience

The intended audience is the System and Database Administrators, and the VCL Manager at
AITC.

6.2. Pre-Requisites

The following pre-requisites must be in place before all the steps outlined in this document can
be completed:

1. Two security groups will need to be setup in the VA Active Directory:
o VCL REPORTVIEWER and VCL REPORTMANAGER.

The Group creation process is as follows:

First create the Group in the VA active directory
Next create a database login for the Group, in the NationalSuicideHotline
database

o Then create a user corresponding to the login, in the ReportServerDatabase.
Finally, add the authorized individuals, as members of the group.
Notes:

a. The suffixes DEV and PPD must be added to these groups, in order
to set them up for the Development and Preproduction environments
respectively.

b. Group membership is controlled through the AITC user creation
process. A “VA 9957 security form must be processed for each
member who is added to the group.

2. A “service account” will need to be setup for each environment:
(For the DEV, Pre-Prod and Prod databases, respectively)

i. Dev
1. VaAacVclAppDev - Development Application Service Account
2. VaAacVcIRptRODev - Development Reporting Service Account
ii. Preproduction
3. VaAacVclAppPpd - PreProduction Application Service Account
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4. VaAacVcIRptROPpd - PreProduction Reporting Service Account
iii. Production
5. VaAacVclAppPrd - Production Application Service Account
VaAacVcIRptROPrd - Production Reporting Service Account

The service account creation process is as follows:

First create the account in the VA active directory

Next create a database login in the NationalSuicideHotline database

Then create a user corresponding to the login, in the ReportServerDatabase.
Note: This account must have read-only access to all the tables in the VCL
Database, EXCEPT for: HotlineCalls, HotlineCalls H, HotlineCallsDetails,
HotlineCallsDetails H.

O O O O

6.3. Configuring the Reports Server (Includes SSL)

1. From the Start Menu, select “run as Administrator” for the Reporting Services Configuration
Manager.

Reporting Services Configuration Connection

Microsoft*

- SQL Server2008Rr2
Reporting Services

Please specify a server name, click the Find button, and select a repart server
instance ko configure,

Server Mame: I'u'.ﬁ..ﬁ.LIS'-.-'CL.ﬁ.F'F'EEI Find |

Report Server Instance: IMSSQLSER'-.-'ER j

7] Conneck I Cancel

Figure 26: Reporting Services Configuration Connection
Here are the steps to configure SSL on SSRS:

Log on to VCL APP server = go to Reporting services configuration Manager, see below:
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Internet Explorer (a4-bit)
Internet Explorer
Windows Update
Accessaries

Administrative Tools

Zh

Maintenance

Mcafes

Microsaft SOL Server 2008

& Import and Export Data (32-bit)

L Impart and Expart Data (64-hit)
"g AL Server Business Inteligence Developme
-'53 SOL Server Management Studio

Analysis Services
Configuration Tools

:‘% Repaorking Services Configuration Manac
E S0L Server Configuration Manager

T S0L Server Installation Center (54-bit)
Docurmnentation and Tutarials

Integration Services

1 Back

|»

-l

I |search programs and files

L)

Figure 27: Reporting Services Configuration Manager
Click = window popup as below:

Reporting Services Configuration Connection

Microsoft SOL Server 2008 FReporting Services

Connect to a report server instance:

Please specify a server name, click the Find button, and select a repart server

instance ko configure,

Setver Mame: _— Find |

Report Server Instance: ] IMSSQLSER'-.-'ER

Conneck I

Cancel

Figure 28: Specify a Server Name

Click Connect > see the above figure.
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H‘F:l“mlrllrl!] Services Conllgur ation Manasger: YAALSYCLAPPED MSSOLSERYVER

Pﬂmmm

Reporting Services Configuration Manager

3 Coprect

© WAALSWCLAPPEIMESCLSERVER

L Servies Accourt
W weh Service LRL
| Dotabase
& Report Manager URL
3 E-emal Settings
|"1 Exetution fciount
"4 Encryption Keys

o 4 Sesla-cut Deployment

Report Server Stalus

User khe Reportineg Services Configuration Manager tool bo define or modify sethings For the Report Server and Report

_l_- Manasger, IF wou nstaled Reporting Services in Fles-onby made, you sust configurs e Web service UBRL, the
databurce, s the Report Manages LIRL.

Current Beport Server

S0L Server Inatance! MSSOLSERVER
Ireitarson 10: MERS10_SOUHESOLSERVER
[Edition: EMTERFRESE ELITION
Pycchact Wersion: 105040530
Rpgort Server Dot abuyse Mt WL R e kSarver
Report Server Moda: Mealis
Peport Service Stabis: Shaitad
| = |
Rasults

Ewy|

Select Web services URL from the left-hand pane. Add the SSL certificate and SSL port (see

Figure 29: Report Server Status

drop-down highlighted in yellow.)

IJ.HMIRL

| Dababurse
& Report Manager UL
——a E-mal Seltings

[ execution Accoure

W o e
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Wirtual Dirsckory: ;Eﬁ

Report Sarver Wb Servios Sbe idertification

[P Acddrass: |.M Assigred (Recommerded) _:I
o -
S5 Certificate: [, e vl aac v g rl

S8 Port: - Advarced...

Report Server Web Service URLs

Figure 30: SSL Certificate and SSL Port
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Click Advanced and add the following SSL Certificate information (highlighted in yellow

below:)

Advanced Multiple Web Site Configuration x |

}9 Configure warious identities for the Report Server \Web service.

kultiple HT TP ldentities for the Report Server Web Service

| IP Address | TCFP Port | Host Header

Add | E— | Edi |

kultiple S50 Identities far the Report ServerWeb Service

IP Address | ESL. | 331 Certificate | Issued To |
(Al TP wav, dey vol aac, va.goy vaww, dey vl aac,va, goy
(Al TPwvE) wavee, dev,vol aac, va.goy | vaww,dey vl aac,va, goy
Add | Remove | Edit |
(7] k. | Cancel |

Figure 31: SSL Certification Information

Select the Report Manager URL

' Configure a URL to access Report Manager, Click Advanced to define multiple URLs, or to specify

fa Service Account additional parameters on the URL.

9 web Servics LRL Report Manager Site Identification

Virkual Directaory: IVCLReports

] Database
URLs:

@ bktps: fivavaw, dev. il aac, va.goy: CLReports
Report Manager URL

Figure 32: Add Report Manager URL

Click Advanced and add as shown below:
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dvanced Multiple Web Site Configuration

' Configure wanious identitiez for Report Manager.

tultiple [dentities for Repart Manager

| IF Address | TCP Park | Host Header

&l assigred -

Add | Remove |

Edit

Fultiple 551 ldentities for Beport Manager

|PAddress | SSLPort | SSL Certificats | Issued Ta

LAl TP ) - wawn, dew, vl aac.va.goy  wawns, dew,

vl aac.va.goy

{al TPee) - vaww,dev vol aacva.goy  vaww,dey.vol,aac.va.goy
1] |
Add | Remave | Edit |

L7 k. | Cancel

Figure 33: UpdatingSSL Certificates
Click OK.

This will complete the SSL section of SSRS.
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6.4. Defining the Reporting Web Project

On the Application server machine (APP80 in case of Dev) open Internet Explorer and go to the

reporting services URL.

1. From the Reports Manager home page, create a Datasource named VCLDatasource.

{Z Report Manager - Windows Internet Explorer [_ O] ]
@“ - |'g hitp: {/vaausvclappB0yyCLReports/Pages/Folder  aspx j LIPS IEGoogle P
o Favortes | o3 @] weh Sice Gallery ~
& Report Manager | | fi B - O o+ Page - Safety - Took+ @+
Home | My Subscriptions | Site Settings 1 Help ~ |
| 5QLServer Reporting Services
1 Home Search for: =]
conec FEETY

[ MNew Falder  “FMew Data Source & Uplead File (2 Report Builder

IS Sheow Detsils

There are no items in Home, Click Help for more information about this page.

Bl

[T [ T[T RS Localintranet | Protected Mode: off

[7a - [®7se

)

Figure 34: Create a Datasource

2. Select “Credentials stored securely in Reports Server”.

Also check “Use as Windows Credentials when connecting...”

Note: AITC will need to type in the username and password for the service account in this

section.
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ﬁ'Report Manager - Windows Internet Explorer !E E

@:—‘/ - |g http:,I',l'vaausvclappBD,I'VCLReports,l'Pages,l'DataSource.aspx?ItemPath=j 4| XK IE Google 2~

.7 Favories | 9% @] Web Slice Gallery ~

@Report Manager | | ﬁ B -3 Eéa - Page - Zafety = Tools ~ '@"
Home | My Subscriptions | Site Settings | Help d

SqQL Server Reporting Services

2
@iﬁ Home > Search for:
VCLDatasource
.
Marrie: fvcLoatasource
General o ot
escription: -
Secur P New YCL Datasource _|

[ Hide in list view
¥ Enable this data source

Data Source Type: |Microsoft SOL Server j

Connection string:  |nata Source=YAAUSSOLLA, Initial
Catalog=NationalSuicideHotline_Test

Connect using:
 Credentials supplied by the user running the report

Display the following text to prompt user for a user name and password:

IT\,rpe or enter 8 user name and password to access the data soun
[T Use as Windows credentials when connecting to the data source

& Credentials stored securely in the report server

User name: IAhC\VaAaCVCIRptRODeu

Password: |uuuu

¥ Use as Windows credentials when connecting to the data source
[~ Impersonate the authenticated user after a connection has been made to the data source
 windows integrated security

© Credentials are not required

Apply | Move | Generate Model | Delete |

=
Dong I_I_I_I_I_I_Wi. Local inkranet | Protected Mode: OFF [“a - [®H1iome - 4

Figure 35: VCL Datasource

3. After the Datasource has been created, select it by clicking on it.

4. Click on Generate Model
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Report Manager - Windows Internet Explorer

& [ [Ox]
@: - I@, http:,l’)’vaausvcIaDDBUIVCLReports)’Pages.l’DataSource.aspx?ItemPath=°.-'oZFVj | X E Google Poibs

<+ Favarites | 9% €] web Slice Gallery =

'_r,éReport Manager | | & = [ - 0 o v Page~ Safety v Todls+ i~
i i Home My Subzcriptions | Site Settings | Help
SQL Server Reporting Services Home My Subscriptions | Site Settings | Hel ;I

&*
g Homs: Search fan =
vCLDatasource
| e [ P

Mame: [kcLDatazource

:::;: Description: Integrated datazource for ¥CL Reports =]
E
™ Hide in list view
¥ Enable this data source
Drata Source Type: |Microsoft5QL Server =l
Connection string:  |Data Source=WAAUSSOLLA; Initial ;I
Catalog=MationalSuicideHotline_Test .

Connect using:
i Credentials supplied by the user running the report

Display the following test to prompt user for a user name and password:

[Type or enter a user name and password to access the data so
F Use as Windows credentials when connecting to the data source

" Credentials stored securely in the report server

Username: |

Password: |

F Use as Windows credentials when connecting to the data source
F Impersonate the authenticated user after a connection has been made to the data source
@ Windows integrated security

i Credentials are not required

apply | Move Generata Model | | Dalete |

Done l_l_l_l_l_l_lgl'. Local intranet: | Protected Mode: OFf 5 - | H75% - v

Figure 36: Generate Model

5. Create a new Model named VCLModel.
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Zf'Report Manager - Windows Internet Explorer

[_ (O] x]

@A - I@ http:,l’)’vaausvcIaDDBUIVCLReports)’Pages.l’DataSource.aspx?ItemPath=°.-'oZFVj | X IE Google

< Favorites | 5 @] b Sice Gallery -

(& Report Manager | | i - [ - [ o ~ Page» Safety~ Tools~ d~
2 SQL Server Reporting Services Home My Subscriptions | Site Settings | Help ;I
o Home >

Search fon =]
VCLDatasource
s PRSI pveeny

Generate a new model for data source /Y CLD atasource,

General

Sgcur Mame: |\.-'CLMode\
Description: [Default modal for YCL raports| =]
Location: /[ Change Location

ﬂ Cancel

-

T 4

Done l_l_l_l_l_l_lfl'. Local intranet: | Protected Mode: OFf 5 - | | 75%

Figure 37: VCL Model

You must define the security, by adding role assignments and giving permissions.
6. To define the security, click on Site Settings.

7. Click New Role Assignment.

8. Add VCLREPORTMANAGER, as “System User” (allows Manager to see Report
Builder link).
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Zf'Repurt Manager - Windows Internet Explorer [_ O]

@‘—“ - |g, http:f fvaausvclappa0fYCLReports/Fages| Settings. aspx? SelectedSubT abId=SecurityLinkID j (| % IEGUUQ\E P~
< Favorites | % @] web Slize Gallery -
/& Report Manager | | - Fl - [ @=0 - Page - Safety - Tools ~ '@"
Horne | My Subscriptions | Site Settings | Help ;I
@ g?t;SérgE{iﬁgjsortlng Services Search for

X Delete | 47 Mew Role &ssignment

General
Security . Group ar Userd Role(s)

[ Edit aaC\vaaacaminm System Administrator
Schedules

[ Edit aaC\WCLREPORTMAMAGER_DEY  System User

[ Edit BUILTIM\Administrators System administrator

—

Done [ [ [ [ [ & Locdlintranet | Protected Mode: OfF RN

Figure 38: System User

Next, define the security for all the items that will be created.
9. Click the Home link, then Properties tab.
10. Click on New Role Assignment, add VCLReportManager and VCLReportViewer.

Manager gets Browser, Publisher and ReportsBuilder permissions. The Viewer group gets only
Browser and Builder permissions.

C'.‘-'Report Manager - Windows Internet Explorer =1 &3
@T‘ - |g http:,l’,ivaausvclapDSDIVCLReports)’PagesIFolder.aspx?SelectedTabId=Perertj || % IB Google Foibs
<7 Favaries | 93 & Web Slice Galery *
@Repnrt Manager | | f-} < E - [ p= = Page ~ Safety ~ Took = I@Iv
Home | My Subscriptions | Site Settings | Help ;I
,  SGL Gerver Reporting Services
5 Home Search for: a8
e
i
securty * Delete | & Mew Role Assignment
r Group or User! Rale(z)
I Edit aAc\waaacaminm Browser, Content Managet, My Reports, Publisher, Report Builder
r Edit AACVWCLRERPORTMANAGER_DEY Browser, Publizher, Report Builder
I Edit AAC\WCLREPORTWVIEWER_DEY Browser, Report Builder
r Edit BUILTIMYAdministrators Content Manager

=

Dane [ [ [ [ [& tocalintranet | Protected Mode: oOff a4

Figure 39: New Role Assignment
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Next, ensure that the Datasource cannot be modified by anyone.
11. Click on the Datasource, and select the Security tab.
12. Ensure that even the MANAGER role can only see (but not alter) this particular object.

This is called Item-level security.

ﬁ'Report Manager - Windows Internet Explorer 9=l 3

@A - |;e_ http:,l’,ivaausvclappSDJ‘VCLReportsJ’PagesIEditGroup.aspx?ItemPath=%2fVCLDatasource&GroupNanj | X IEGOOQIE poihs

¢ Favorites | 3 @] web slice Galery +

(& Report Manager | | i - [ - 0 e - Page - Safety - Tools - 'ii}'-
Home | My Subscriptions | Site Settings | Help j
SOL Server Reporting Services -
.9,3 Edit Role Assignment Search for:

Use this page to determine which tasks AAC\YCLREPORTMANAGER_DEY can perform on YCLDatasource. You can assign
AAC\YCLREPORTMANAGER_DEY to mare than one role if you want to expand the task list.

Select one or mare roles to assign to the group or user,

[ PRoled Description

¥ Browser May view folders, reports and subscribe to reports.

[~ Content Manager May manage content in the Repaort Server. This includes folders, reports and resources.

[T My Reports May publish reports and linked reports; manage folders, reports and resources in a users My Reparts

falder.

[~ Publisher May publish reports and linked reports to the Report Server,

¥ Report Builder May view report definitions.

Apply | Cancel I Delete Role Assignment | =l
|Dune ’_l_l_l_l_l_lgi‘. Local intranet | Protected Mode: OFF ¥g - | H100% v 5

Figure 40: Edit Role Assignment
Similarly, you will want to override the inherited security for this item and set Item-level security

for the Model as well:
13. Click on the Model, and select the Security tab.

14. Ensure that even the MANAGER role can only see (but not alter).

ﬁ'Report Manager - Windows Internet Explorer = [O] <]

@A - I@ http:,l’,ivaausvclappSU)’VCLRepUrts.l’Pages,l’Model‘aspx?ItemPath=°.-’o2F\u'CLModeI&Sej (X IEGDDQIB P

7 Favorites | 93 @] Web Slice Galery *

(& Report Manager | | % ~ B v ] M= v Page v Safety v Tools - 'Q"
. . Home | My Subscriptions | Site Settings | Help =~
S0L Server Reporting Services Home | l I Help —I
ﬁ Home = Search for:
VCLModel

St Dependent Items
.

X Delete | 4 New Role Assignment f@, Revert to Parent Security

General

Ay — r Group or Userd Roleis)

IR [~ Edit AaChvaaacaminm EL?l\;;fr, Content Manager, My Reports, Publisher, Report

Model Item Security [T Edit AACYYCLREPORTMAMNAGER_DEY Browser, Report Builder

Security [ Edit AAC\YCLREPORTWIEWER_DEY  Browser, Report Builder

[T Edit BUILTIMN\Administrators Cantent Manager
-]

Done ,_,_,_’_’_’_KI. Local intranet | Protected Mode: OFf ’q_v| H100% v g

Figure 41: Security
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15. Also, check the “Hide in List View” flag for the model. This will prevent its accidental
deletion by the end user.

ﬁ'Report Manager - Windows Internet Explorer Pl 3
@A | @] hitp:jvaausvelapps0/yCLReports/Pages{Mads, aspx7temPath=4:2FYCLMod:] 42| % EGUUQ‘E o
5. Favorites | o3 B webSlice Gallery =
(& Report Manager | | ]y} S - 0 M Bage Sfetye Took~ .@.,
SQL Server Reporting Services Home | My Subscriptions | Site Settings | Help -]
Home = . -
@ VCLModel Search for:

(ST Dependent Ttems
m

Modified Date: 3/26/2014 8:09 AM

General Modified By: YHAMASTERVWHAISPKALY ARD
Data Sources Creation Date: 3/26/2014 8:09 aM
) Created By: YHAMASTERVWHAISPKALY ARD
tlickthrough
Model Ttem Security Properties
Security Mame: |vcLModel
Description: [yew vl Model =]
E
¥ Hide in list view
Model definition
Edit Update
Apply Delete | Move | Regenerate Model |
[/
Done |_|_]_|_|_|_|€‘.‘_ Local intranet | Protected Mode: OFF 5 T | H100% - v

Figure 42: Properties

6.4.1. Customizing the Site name:

Click on Site Settings, then General. Enter the following text: Veterans Crisis Line —
Custom Reports.

Note: Append (DEV) or (TEST) for those environments respectively.
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ﬁ'Report Manager - Windows Internet Explorer [_ O] x|

e : i +. =
@:-: - IE hikp:f fvaausvelappd0) VLR eports (PagesSettings. aspx j T A IEGUUQ‘E R
{\3 Favatites | i,;,‘ £ | web Slice Gallery =

(& Report Manager | | f - B - L s - Page - Safeby - Taoks- @

Home | My Subscriptions | Site Settings | Help ;I

o SQL Server Reporting Services -
@ Site Settings Search far:
Properties
General
Security Mame: |VYeterans Crisis Line - Custom Reparts
Schedules Select the default settings for report history:

& Keep an unlimited number of snapshots in report history
C Limit the copies of report histary: |10
Report Execution Timeout
Do not timeout report execution
® Limit repart execution to the following number of seconds: |1800

Custom Report Builder launch URL:
URL: |

Apply

=

l_l_ ’_ l_ |_|_|€‘.‘_ Local intranet | Protected Mode: OfF Ca v M -

Figure 43: Veterans Crisis Line — Custom Reports
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6.5. Reporting Services SSL Configuration

This has been covered in section 6.3

6.6. Uploading Previously Developed “Sample Reports” to
the Server

On the Application server machine (APP80 in case of Dev) open Internet Explorer and go to the
reporting services URL.

The pre-defined reports are located in the following folder on VaAusVclApp80 (the Dev
Application Server):

EA\VCL\Scripts\Report_scripts

At the Reports Manager home page, select Upload File and upload the .rdl report files one by
one.

('_'Report Manager - Windows Internet Explorer

19[=] E3
% - I& hikkbp: ) fvaausvclappE0/ v CLR eports/Pages Folder, aspy j |E| ‘Z| Google |P '|

<7 Favaries | 9 @] Web Slice Gallery »

(& Report Manager | | - - ] peh v Page v Safety v Tooks -+ (v
Home | My Subscriptions | Site Settings | Help & |
= 5L Server Reporting Services
' Home Search fon 8
coers R
[ Mew Folder “=Mew Data Source & Upload File 3] Report Builder = Show Details
& AcriveDury

[ RescueVisnSiteMonth
“ WCLDatasource

Integrated datasource for WCL Reports
[E wCLModel

Default model for VCL reports

& CallTrackingBuorigination

[ Rescue By YISH By Site By Month uew
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Figure 44: Upload File
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7. Patching the Production Environment with Updated
Code

In the event that a patch needs to be installed in the AITC production environment, the following steps
should be followed.

1. Copy the patch files REDACTED

2.  Write documentation that details how to install the patch. Use the following steps as a guideline.
You may need to revise to meet your local environment specifications.

e Open IIS Manager, expand Sites, and select the vaww.vcl.aac.va.gov website.
e Under Manage Web Site, click Stop.
e Copy code base archive REDACTED to production environment, and unzip.
e Copy all files and folders from CrisisCenter to E:\VCL\CrisisCenter, overwriting
existing files and folders.
e Copy all files and folders from CrisisCenterAdmin to E:\VCL\CrisisCenterAdmin,
overwriting existing files and folders.
e Copy all files and folders from CrisisCenterResponse to
E:\VCL\CrisisCenterResponse, overwriting existing files and folders.
e Return to IIS Manager and click Application Pools.
o Select the CrisisCenter application pool.
e Under Application Pool Tasks, click Recycle.
o Select the CrisisCenterAdmin application pool.
e Under Application Pool Tasks, click Recycle.
e Select the CrisisCenterResponse application pool.
e Under Application Pool Tasks, click Recycle.
e Under Sites, select vaww.vcl.aac.va.gov website.
e Under Manage Web Site, click Start.

3. Send an email to the AITC team requesting a Change Order (CO) be opened for a patch be
installed, and attach the installation instructions to the email. REDACTED For example:
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=
VCL production patch installation - Message (HTML)

- LB |- | B |

] * v |5
Message McAfee E-mail Scan [ @
lgnore x \ | 4 [EL Meeting 23 va = To Manager “% [ Rules~ [} Mark Unread a}:B 4 Find [ \-
] - &« o L i\
'J_?IM . = Team E-mail q/ Done )ﬂ Cnehote 'j; Categorize - ﬁ Related ~
%Junkv Delete | Reply Reply Forward . \ . —1 | Move Translate Zoom
All £ More ~ & Reply & Delete 7 Create New = - _] Actions | ¥ Follow Up ~ - g Select -
Delete Respond Quick Steps Move Tags Editing Zoom

From:

Subject:

hi Jeff,

Thanks,

To:
Cc

VL Proauction patcn INstanacon

I am in need of another patch installation in VCL production. Can you please open a CO so we can try to get the patch installed by the end of the day?

VA

U.S. Department of Veterans Affairs

Office of Information and Technology

Sent: Fri10/10/2014 1:18 PM

Figure 45: Change Order Request Email

4. Wait for the AITC team to respond back saying they have installed the patch.

5. Verify your patch was installed successfully. If required, have a VCL user log in and verify it for

you.

Veterans Crisis Line (VCL)
Installation Guide

65

December 2014




8. Troubleshooting

VCL development team participated with AITC resources during a dry run of the install process
and any problems encountered were remediated and incorporated into this guide. VCL
developers are available during the installation for assistance.

8.1. Rollback Instructions

For initial release, if there are any issues with the first migration, the rollback plan is to revert
back to the Orlando environment.

After initial release, if there are any issues with the VCL application, the necessary action is to
roll back to the last clean working version. The database admin and system admin should
determine the correct last working version to rollback to.

The following are the steps to return the VCL database to its last working version:

1. Restore database "NationalSuicideHotline Test" from the backup version from step 7 of
the above Backout Procedures.

The database restore will clean the database and restore it to the clean state created in step
7 of Section 3.5.3 Backout Procedures.

2. Confirm that the backup and new working application folders are renamed.

3. Test the VCL application and confirm that the restored version is working correctly.

Refer to section 6.6 of the ISCP for key contacts in the event that a rollback for the VCL
software is needed.
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9. FAQ

Question | What do | do if | have installation issues?
Response | I. [f assistance is needed during installation, please create a Remedy Ticket or
contact the REDACTED
Question | How can | check my connection to the broker server?
Response | I. Check the windows registry (HKLM/software/vista/broker/servers) key and
ensure that the key is set to the correct IP and port.
2. Check that the broker is running on the correct instance of VistA and on the
correct port.
e Type D *%SS to show the list
¢ Find the instance and find the line XWBTCPL
o Verify that the TCP|port number is correct
Question | How can | check the Windows application Event Notifier?
Response 1. RIght-C'ICk My Computer.
2. Select Manage.
3. Expand Event Viewer.
4. Select Application.
Question | How do | stop the CP Gateway Service?
Response | I. In Windows, click Start | Control Panel | Administrative Tools | Services.
The Services window displays.
2. Click the Clinical Procedures Gateway row. A link, Stop the service, displays.
3. Click Stop. A progress window displays as the service stops.
4. When the progress window closes, the Services window redisplays. The
status column in the Clinical Procedures Gateway row displays Stopped.
Question | How can | change the time interval for CP Console and CP Flowsheets at
which they time out?
Answer The time interval is set using the TIMED READ value in the NEW PERSON file
(#200).
Question | What are the post-deployment requirements for testing the successful
install?
Answer e Verify the code deployment
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o Validate connections with other systems
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